Monantnka KoHdUAEHLMANBHOCTH

HacTosmas [TonuTuKa KOHQUOEHIMaIbHOCTH (fanee — [loMTUKA) SBIISIETCS
OOKYMEHTOM, YCTaHaBJIMBAIOIIUM 00s13aTesibcTBa OOIIIeCcTBa C OTPaHNYEeHHOMN
OTBETCTBEHHOCTHIO «[JoBepka ®duHTex» (manee — OO0 «JloBepka PUHTEX»,
OmnepaTop) 110 HepasTJjalleHuo 1 00eClIeYeHUIO pekruMa 3alIuThI
KOH(MUOEHIIMaIbHOCTH II00BIX JaHHBIX, KOTOPhIe [Tonb30BaTeNb
MMpeOoCTaBIsET IPU PETUCTPalluy, BepuduKalu, ayTeHTuPUKaIluU Ha
Cepsuce «DoverkaSEND». CepBHUC OOCTYIIEH, BKJII0OUas, HO He OTpaHUYUBasCh,
yepe3 BeO-calT 1o agpecy doverkasend.com, MOOUIbHOE IPUIOKEHNE U Telegram
Mini App; MHBIE KaHaJIbl JOCTYIIa (B TOM 4YucJjie 0OHOBIsieMble KoMmanuei)
MOTYT OBITh YKa3aHbI B UHTep(deiice CepBrca 1 /1IN B HACTPOMKAX YUETHOM
3aMucu.

KomMnaHus aBIsieTCS MOCTABIIMKOM IIJIATEXKHBIX YCIIYT XU OKa3bIBaeT
[Tonb30BaTeNsAM IJIaTEKHBIE YCIYTY B paMKaX QYHKIMOHATbHBIX
BO3MOXKHOCTeu CepBuca.

FnaBa 1. TepMuHbI U onpepeneHus
1. BHactosmen [TonuTUKe UCIOIBb3YIOTCS CIIEOYIOIIUE IOHATUS U TEPMUHBL:

1.1. Kommmaaust — OO6I11eCTBO C OTPaHUYEHHOM OTBETCTBEHHOCTHIO «JloBepKa
duHTex», Pecniybnuka benapycs, 220004, . MuHck, np-T [Tobegurernei, O. 7A,
od. 31, ocymrecTBnsiioniee 00paboTKY U 3amuTy [IepcoHaNnbHBIX JaHHBIX;

1.2. CepBuc «DoverkaSEND» (CepBUC) — COBOKYITHOCTH IIPOTPaAMMHBIX U
arrapaTHBIX CPeNCTB, 00eCcIeYnBaIINX OKa3aHUe IIaTEXKHBIX YCITYT
KomnaHuel, IOIOTHEHU I KOIIEeJIbKOB, KOHBEPTAllU BaJIlOT, UHUITUUPOBAHU A
IJIaTexka, npuodbpeTenus eSIM 1 BepuduKaluu THYHOCTH [Tonib30BaTe e,
OOCTYyIIHas yepes BeO-caliT, MOOUIbHOE TIPUIoKeHue, Telegram-60T u Telegram
Mini App;

1.3. Bepudukanys — COBOKYITHOCTb MEPOIIPUSTHUH II0 IIPOBEPKE U
MOATBEPKIOEHNIO HOCTOBEPHOCTH CBeleHuM 0 [lonb30BaTesie, BKIovas
YCTaHOBJIEHUE €T0 MTUYHOCTH, UOeHTUPUKAIIUIO, ayTeHTU(PUKAIIHUIO, IPOBEPKY
MMOOJIMHHOCTHY IIPEIOCTaBIEeHHBIX MOKYMEHTOB U (MJIH) CBEPKY U300pakeHu s
nuiia [Tonb3oBaTens ¢ poTorpadureli B [OKyMEHTE, OCYIIeCTBIsIeMas C
nmpuBnedeHreM KYC-cepBuca B 1LieJIsIX coOTIoge s TpeOoBaHUM
3aKOHOOaTeJIbCTBa O IPOTUBOLNENWCTBUHU JIeTrajin3aliiy JOX0O0B, ITI0JTyYeHHBIX
MMPECTYIHLIM IYTEM, ¥ pruHaHCcHupoBaHUIO TeppopusMa (ITOJ1/DT), a TakkKe B
LeJIsIX OIIpeaeleHus JOCTYIHBIX [10/1b30BaTe 0 IUMUTOB ¥ QYHKIIMOHAJIbHBIX
BO3MOXKHOCTel CepBucCa;

1.4. KYC-cepBHUC — TPEThE JINIIO, IPUBJIEKaeMOe Ha JOTOBOPHOM OCHOBE OJIs
IIPOBEAEHUS IPOLEenyP YAaIEHHOU UAeHTU(PUKAIIUY U BepUPUKaAITUU
[Tonb30BaTesiey, BKIIt04Yasi IPOBEPKY MOOJIMHHOCTY HOKYMEHTOB,



YIOOCTOBEPSIONINX JINYHOCTD, U CBEPKY M300paxkeHus nuiia [lomb30BaTeris C
¢doTorpaduei B IOKyMeHTe, a TakKxKe O nepegadyu OnepaTtopy
MMOOTBEPKIOEHHBIX PE3YIHTAaTOB TaKOM TPOBEPKHY;

1.5. ITepcoHanbHBIE TaHHBIE — TI00ass MHGOPMAIMs, OTHOCSINASICS K
UOeHTUPUIIMPOBAHHOMY (OIIpeesnsieMoMy) GU3NYeCKOMY JIUITY UJIH
pusmueckomMmy nuIly, KOTOPOe MOXKET OBITh UAEHTU(MUIIMPOBAHO (OIPEeIeneHo);

1.6. CyOopeKkT [IepcoHaTbHBIX MaHHBIX MU CyOBEKT — (pU3udeckKoe JIUII0, He
SIBJISTIONIEeCsI pa00THUKOM KoMITaHuH, K KOTOPOMY OTHOCSITCSI
oOpabaTriBaeMbie KomnaHue IlepcoHanbHblE JaHHBIE;

1.7. O6paboTka [TepcoHaNnbHBIX JAaHHBIX — JII000€ IelCTBUE UJTH COBOKYITHOCTD
oeucTBUH, coBepiaeMble ¢ [IepcoHambHEIMU JaHHLIMU, BKII04ast cOop,
cucTeMaTU3alluIo, XpaHeHre, U3MeHeHe, UCII0JIb30BaHue, 00e3THYnBaHueE,
OJI0KMpOBaHUeE, pacIpoCTpaHeHte, IpefoCTaBJieHe, yoaleHue
ITepcoHabHBIX JaHHEIX;

1.8. ABTOpH3ausa — Ipoleaypa IpegoCcTaBIeHU II0TEeHIMaIbHBIM
[Tonb30BaTesieM yUETHBIX JaHHBIX B 3anpallinBaeMoM uHTepdericom CepBuca
«DoverkaSEND» 06 b€Me, BKJTIOUAOIllasi IOATBEePKAeHEe HoMepa TenedoHa
OOHOPa30BEIM KOomoM (OTP), BBOO UJIU cO3aHue 1ectudnavynoro [IMH-koma u,
IPY HaTU4YUU aKTUBUPOBAHHOM OOIIOJTHUTEJIbHON IBYX(aKTOPHOU
ayTeHTUPUKAUU (2FA), — IOOTBEPKAEHNE KOOOM U3 IIPUIIOKEHUS-
ayTeHTHU(UKaTOpa (Google Authenticator, Authy ¥ Ap.) MJI1 anllapaTHLIM KJII0YOM
0e30macCHOCTHY,;

1.9. IIpoduns ITons3oBaTenss — 94acTh CepBuca «DoverkaSEND», comepzKatias
COBOKYIHOCTb CAMOCTOSITEJILHO IIPEOCTaBIeHHEIX [IoTb30BaTEIEeM JaHHBIX O
cebe, a TaKXKe MaHHBIX, IOATBEPKIEHHBIX B X0Oe BepupUuKaIinuy;

1.10. ITonp30BaTenb — PU3NYECKOE JIUIIO, IPOIIEAIIee IPOLEeny Py
perucrpanuu (Ipoxofsilee Npolenypy peructpainuu) B CepBuce B IIOPsSOKe,
ycTaHOBJIeHHOM OnepaTopoM, U (MJIX) UCIIOIb3YIollee QyHKIIMOHAIbHEIE
BO3MOKHOCTHU CepBHrCa, B TOM Yncje 6e3 IPOXOXKIOeHUs perucTpauui (B
00BbEME, HOCTYITHOM [IJIsI HEAaBTOPU30BAHHBIX JIUIT), HENUCTBYIOIIEE OT CBOETO
MMEHHU U B CBOEM UHTEPECE,;

1.11. Komienék — nHGOPMAaIMOHHBIN CEPBUC YUYETHOM 3aIIMCH, OTPazKalolui
pa3Mep 3amonkeHHOCTU KoMmnanuu nepeq [lonbs30BaTeieM B
COOTBETCTBYIOIIIEH BamtoTe. KoIlenék He siBIsieTCs 0aHKOBCKUM CUETOM. [
KaxKou roaaepkuBaeMoi BamoThl (RUB, THB, USD, EUR u Op.) BeOETCS
OTHENbHBIN YUET 380 IZKEHHOCTH.

MnaBsa 2. O6LwWMe Nos0XKEHUA
2. Hacrosmas [TonuTrKa 0eliCTByeT B OTHOIIIEHUU BCcel HHpOpMalnH,
KoTopy!o [Tosmb30BaTenb IPEAOCTAaBIISET IIPU PETUCTPALIUH, BepUPUKAIIUH,



10.

ayTeHTudukamnuu Ha CepBuce, a TaKXKe IIPU IOJTYYeHUH IJTaTEKHBIX
YCIIyT.

[Tpu akienTe [TyonuyuHoM odhepTrl [1os1b30BaTENIb MOATBEPKAAET
O3HAKOMIJIEHHUE C colepKaHrueM HacTosel [ToTUTUKY B IIOJTHOM 00BbEMeE
1 6eCCIIOPHOe COoTJIacHe C e€ MOJIOKEHUSIMHU, B TOM YHCJIe KaCaloIIuMUCS
00paboTku nHOpMaIIuKU CIIOCOO0aMHU U B IIeJISX, OIIPeae 1€ HHbIMU
HacTosmen [IoMUTUKOM.

B cnyyae Hecornacus ¢ ycnoBusiMu HacTosmen [lonutuku [lonb3oBaTesnb
IOJIZKEH IIPEKPATUTh [10JIb30BaHKe CepBUCOM.

HcnonvloBanue [Tonb3oBaTeneM CepBrca 03HavaeT corjacue C
HacTosmuen [TonuTuko KoHpuaeHIuaabHOCTH, [ToMUTHUKOM 06paboTKu
nepcoHanbHBIX faHHBIX OO0 «JloBepka OUHTEX».

Llenbio HacTosIew [ToNMUTHKY SIBJISIETCS onpeesieHne nHGoOpMaluu,
KOTOpas MOxKeT ObITh 3arrpoilreHa y [1o1b30BaTerist B CBSI3H C
ncIonb3oBaHueM CepBuca, obeclriedyeHue Hajiexkalllero pexxnuma 3aluTh
KOH(MUOEHIIMAIbHOCTH HHpOPMaIuu o IToj1b30BaTeNIsAX, B TOM YHCJIEe UX
IMepCOHAaIbHBIX MaHHBIX, 0T HECAHKITMOHUPOBAHHOT'O JOCTYIIa U
pasralieHuns.

K koudunennuanbaor nHGopMauu ITonb30BaTesNIsI OTHOCSITCS
[lepcoHanbHbIE JaHHBIE, IEPCOHAIbHAS MHPOPMAaIUI U NHBIE TaHHEIE, B
TOM YHCJIe IIepegaBaeMble aBTOMATHYECKHU B ITPOIIECCe UCIIOIb30BaHUS.

OmnepaTtop Brpase 6e3 cornacus ITomb30BaTenss IPeIoCTaBIISTh
MMOJIy4YeHHYI0 HHPOPMAIIMIO TPETHUM IUllaM B 00€3TUYEeHHOM
(arperupoBaHHOM) BUE C II€JIbIO ITPOBENEHUS CTaTUCTUYECKUX U MHBIX
KUCCIIeIOBAHUM, a TAKXKE B CBSA3U C 0esITEeJIbHOCThIO, CBI3aHHOU C
o6cnyKuBaHUEM (TeXHUYeCKOM noanepxkkoi) CepBuca. [lepemaya
IIePCOHAJIbHBIX HTaHHBIX TPETHUM JIULAM B LIEJIAX IPOBENEeHU
MapKEeTUHIOBBIX MCCJIEAOBaHUY U HallpaBJIeHUS PeKJIaMHBIX MaTepUajioB
OCYILIECTBJIAETCS UCKIIOUYUTENIBHO C corntacus [lons3oBaTtens. [Ipaso
OOoCTyIa K "H(popMaluuy TPETHUM JINIaM IPEeOoCTaBJIIeTCI Ha OCHOBaHUU
HacTosmel [TonuTuky U 3aKOHOAaTenbCTBa Pecniyonuku Benapycs, a
TaKKe B I1eJIsTX 00ecIrieyeHus 3allUThI TpaB ¥ 3aKOHHBIX UHTEPECOB
KoMmnaHuwu vy TpeThUX JIULL

[TpaBooOagaTenb OCYIIECTBIIAET HaAJleKalllyio 3allUTy TePCOHAIbHbIX U
WHBIX DAaHHBIX, IePCOHAIbHOM MHPOPMAIIMU C y4ETOM TpeOOBaHUM
Koucturyuuu Pecriy6nuku Benapycs, TpeboBanuit 3akoHa PecriyOnuku
Benapyce 0T 07.05.2021 N2 99-3 «O 3a1iuTe repCoHaJIbHBIX JaHHBIX» (Jajiee
— 3akoH N° 99-3) 1 UHBIX 3aKOHOJIATENbHBIX aKTOB Pecniy6muku bemapycs.

[Tonb3oBaTenb 00513aH 0O0ecIiednBaTh COXPAaHHOCTD U
KOH(pUOEeHIIMaTbHOCTh CEKPETHRIX ITIapaMeTpoB, BKitodas [IMH-kof,



MMapoJib, CEKPETH AByX(paKTOPHOU ayTeHTU(PUKALIUY, U APYTOU
nHOpPMaIK, He0OX0OMMOM OJIsSI OCTYIIa U COBEPIIIEHUS Olepalnii.
[Tonb3oBaTenb 0093yeTCsa He3aMeIuTeJIbHO coobiaTs OnepaTopy
Cepauca o m060oM ¢paKTe ITOT03PEeHUsT HECAHKIIMOHUPOBAHHOTO
HUCIIONTh30BaHUs ero y4eTHOU 3anucu. Cobntogenue ITonb30BaTenem
BBIIIIEYKa3aHHBIX PeKOMEeHOaITUM TO3BOJIUT 00eCIIeYnTh MaKCUMAaIbHYIO
COXPaHHOCTH IpeOoCTaBIeHHOU NH(POPMAIIHUH.

11. O6mme npaBa [Tonb30BaTesel B 0061acTu [IepcoHanbHBIX JaHHBIX
onucaHbl B [TonmuTuke 06paboTKu mepcoHanbHbBX TaHnHbIX OO0 «JloBepka
OUHTEX .

12. YnonHomoueHHBIM nuiioM OmnepaTtopa sBinsgeTcsa KYC-OnepaTop,
MIpUBJIIEeKaeMbIi Ha JOTOBOPHOM OCHOBE [JI IIPOBEAEHUS IPOLEAYyP
yOaneéHHOU ngeHTuuKanuu u Bepudukaimu [lonb3oBaTesnen, nHbie KYC-
OnepaTopsl.

naBa 3. Llenmn 06pabotku NepcoHanbHbIX AaHHbIX

13. TlepcoHanbHBEIE TAaHHBIE, Pa3pelIéHHbIe K 00paboTKe B paMKaxX HaCTOSIIen
[TonuTuky KOHPUAEHIINAIbHOCTH, IPEOOCTaBsa0TCA [Tonb30BaTenemM
ImyTeéM peructpanuu Ha CepBHuce.

14. CepBuc opranusyer cO0p, UCII0JIb30BaHUE U 00pabOTKy HH(pOpPMaIluH,
nepenaBaeMol [Tonb30BaTeneM IIPU OCYHIECTBIIEHUU UM
PErucTpanuOHHBIX OEMCTBUM U UCIIOJIb30BaHUU (PYHKIIMOHAIBHEBIX
BO3MOzKHOCTel CepBucCa, CO CIeOyIOMIUMHU IIEIIMU:

14.1. BepuUKalluK, ayTeHTUGUKALINY U UAeHTUGUKauu [1omb30BaTers;
14.2. oToOpakeHus IePCOHATbHBIX MaHHBIX B Tpoduie [Tomb30BaTe;

14.3. npepocTtasnienus [Tonb30BaTEeIAM BO3MOXKHOCTHU UCIIOJIb30BaHUA
(pyHKIIMOHaNbHBEIX BO3MOXKHOCTeN CepBuCa, BKIII0Yas IOIOJIHEHNE KOLIEIbKa,
MoJIydeHre MeXKAyHapOOHBIX MIaTEXKHBIX YCIYT, KOHBEPTALIMIO BalIOT MEXKIY
KOIIleJIbKaMU, MHUITUUPOBaHUE IIJIaTexka, MpuodpeTeHue eSIM, ydacTHe B
pedepanbHOM ITPOrpaMMe;

14.4. B3auMopetictBus ¢ [Tonb3oBaTesneM (cBsA3b ¢ I[Tonb3oBaTeneM, B TOM
YHCJie B BUJEe yBeOOMIIEHUH, 3alIPOCOB U UH(POPMaLH, KaCcarouxCs
KUCII0N1b30BaHus CepBuca), BKIto4ast SMS-yBeqoOMJIEHUS, push-yBeOJOMIIEHN,
coo0O1r1eHus B Telegram 1 97IEKTPOHHYIO IOYTY;

14.5. mpoBepKu O1aroHaméxkHoCTH [Tonb30BaTeseH (B TOM YHUCTIE,
OOCTOBEPHOCTH, aKTYaIbHOCTHU U (MJIM) COOTBETCTBUS 3aKOHOATEILCTBY
060 nHGOPMAIIHH, IPEeIoCTaBIsIeMou I10/Ib30BaTENIMU ) — IIPU IPUHSITUN
pelIeHus 0 He0OXOAUMOCTH OCYIIIeCTBIEHUS TaKOM IPOBEPKHY;

14.6. o6ecrieueHusI TEXHUYECKOM BO3MOKHOCTY QYHKITMOHUPOBaHusI CepBuUCa;



14.7. pa3MeleHus (Mi3MeHeHus1) TaHHBIX [Tpodumns [Tonb3oBaTens;

14.8. 3amuThl [Ipodusns I[Tonb3oBaTeNsT OT HECAHKIIMOHUPOBAHHOT O AOCTYIIa
TPEeThbUX JIUL], BKIIoYas xpaHeHue xelta [IMH-koga u mapamMeTpoB
OBYX(aKTOPHOU ayTEHTU(PUKALINH;

14.9. mpoBeIeHN I CTaTUCTUUYECKUX, MAaPKETUHT OBBIX ¥ UHBIX UCCII€OBAHUM;
14.10. HanIpaBJieHU S HH(POPMAaIlMOHHLIX, PEKJIaMHBIX YyBEIOMJIEHUY;
14.11. B 1eJIsX, BRITEKAIOUIUX U3 TPeOOBaHUM 3aKOHOOaTEILCTBA;

14.12. obecrieueHus COOMIONEeHU 3aKOHOOATEeILCTBA U JIOKAJIBHEIX aKTOB
Kommnauuy;

14.13. o6ecnieueHus GYHKIIMOHUPOBAHUS pedepasibHOM ITPOTPaMMbL U
Ha4ucjeHus O0HYCOB;

14.14. paccMoTpeHus obpanieHuii [lonb30BaTesielt B CIIyKO0y MOOOEPKKHU.

15. O6paboTka [TepcoHambHBIX TAHHBIX COPa3MepHa 3asIBI€HHBIM IIEJISIM UX
00paboTKu 1 00ecriedynuBaeT Ha BCEX 3TallaX TaKou 00paboTKHU
CIIpaBe[INBOE COOTHOIIIEHYE NHTEPECOB BCEX 3aUHTEPECOBAHHBIX JIUII,

16. O6paboTKa [TepcoHaTbHBIX MAHHBLIX OTPAHUYUBAETCS MOCTUXKEHUEM
KOHKPETHBIX, 3apaHee 3asiBIIEHHBIX HaCTOAILIer [IoOIUTUKOM, MHEIMU
nokanbHBIMU akTaMu OO0 «IloBepka OuHTeX» Lesiel. He monyckaeTtcs
oOpaboTka [TepcoHaNbHBIX JAaHHBIX, HE COBMECTHUMAsI C IIePBOHAYAIbHO
3asIBJIEHHBIMU LEJISMHU UX 00pabOoTKH.

17. B cnydyae He0OXOOUMOCTH U3MEHEHM S IEPBOHAYAJIbHO 3asBJIEHHBIX 1IeJIer
oO6paboTku [TepcornanbHbiXx faHHBIX OO0 «[JoBepka ®uHTEX» 00513aHO
nmosryuuTh cornacue CyowrekTa [lepcoHalbHBIX HaHHBIX Ha 00paboTKy ero
[TepcoHaMbHBIX JAHHBIX B COOTBETCTBUU C UBMEHEHHBIMU LIEJIIMU
006paboTku [IlepCcoHaNbHBIX JAHHBIX IIPKU OTCYTCTBUY MHBIX OCHOBaHUM 15
Takou 00paboTKU, TPeAyCMOTPEHHBIX 3aKOHOM N2 99-3 ¥ UHLIMU
3aKOHOOATEeIbHBIMU aKTaMMU.

naBa 4. NepeyeHb o6pabaTbiBaeMbIX AaHHbIX
[Tonp30oBaTenu — KaTeropuu, COCTasB, LieJIu

KaTteropust CyobekToB [IepcoHanbHBIX MaHHBIX: [Tosib30BaTenu. [laHHEIE,
IIpeaoCcTaBIsieMble IIPU PETUCTPalluy U aBTOpU3alluu (HoMep TenedoHa, agpec
S5JIEKTPOHHOU NOYTHI (IPU HAJIN4YMM ), HaHHEIE YYETHOU 3anucu Telegram (Ipu
peructpanuu yepe3 Telegram Mini App unu Telegram-00T)) — B IIEJIIX CO3TaHUA
JIMYHOT 0 KaOuHeTa (aKKayHTa, mpoduins [Tonb3oBaTens).



[TacnopTHEIE maHHBIE UJIN JaHHBIE UHOTO JOKYMEHTA, yHOCTOBEPSIOIIETO
JINYHOCTh — B IeJIAX IPOBefeHus 6a30Boi Bepudukanuu [Tonb3oBaTens;
BBIIIOJIHEHU S TpeOOBaHUM 3aKOoHOOaTenbcTBa PecnniyOnuku benapycs.

«M300paxkenue nuia (cendu)» — B IIEISIX IIPOXOKIOEHUSA BepupruKaluu
[Tonb3oBaTensa (YPOBEHE 2 U BEHILIIE).

IaHHBIE TOJTyYaTesa JeHEeXXHBIX CPeOCTB; CYMMa, BaJIl0Ta, Ha3HaYeHUue
TJIaTEXKHOM YCIIYTHU; UCTOPUS OTlepaliiii 1 COXpaHEHHBIE ITOJTyYaTenu — B
LeJIIX OKa3aHUs IJIaTEXKHBIX YCIIYT (MCIIOJTHEHUS I'PaKaaHCKO-IIPaBOBOTO
Oorosopa).

HaHHbIe O IIpengoCTaBJIEHHBIX MJIaTEXKHBIX yCJIyTaX — B UHBIX ITE€JIAX B
COOTBETCTBUH C II. 14 HacTosAmen [IoMuTHUKH.

IanHbIe 0 puodpeTeHHBIX eSIM (ICCID, HOMep TenedoHa, TapaMeTPhI
Tapu(HOTO IJIaHa) — B LIeJIAX UCIIOJIHEHU S aT€HTCKOT 0 JOT0BOpa 110
IpengoCTaBJIEHUIO YCIIyT eSIM.

IauHbIe 0 pedepanbHBIX CBA3IX (UIeHTU(GUKATOP IPUTJIaCUBIIETO
[Tonb3oBaTess, KOJTUYECTBO IIOTYyYEHHBIX IIJIAaTEXKHBIX YCIIYT, CyMMa
Ha4UCJIeHHBIX 00HYCOB) — B I1eJIsiX o0ecriedeHu s QYHKIIMOHUPOBAHU S
pedepanbHOU TPOTPaMMEHI.

HWHble naHHbIE, IIpeaocTaBisgeMsble [lonb30BaTesieM (CTpaHa PE3ULEHTCTBA,
IpeanoyYTUuTEe IbHAs BalloTa, Kog aBTopu3anuy, xein [TMH-koga, mapaMeTpsl
2FA) — B LIeNIIX IpeoCTaBJIeHUA YCIYT 110 I'PaXXaAaHCKO-IIPaBOBOMY OOTOBOPY
1 obecreyeHus: 6e30MaCHOCTY YUETHOM 3aIIUCH.

18. O6paboTka [lepcoHaNbHBIX JAHHBIX OCYIIECTBIISIETCS C COTJIaCUs
Cy0bekTa ITepcoHambHBIX HaHHBIX, 3@ KUCKJIIOYEHUEM CITydaes,
MIPEeOyCMOTPEHHBIX 3aKOHOM N° 99-3 11 MHEIMM aKTaMM 3aKOHOJaTeIbCTBa
Pecniy6nuku benapycs.

19. Omnepatop xpaHUT [lepcoHanbHbIe HaHHBIE [I0Tb30BaTEesIEN B TeYEeHHUE 5
(mIsATH) JIeT C MOMEHTa OKa3aHHUs IMOCIeqHEeN YCIYTH I10 TpaKaaHCKO-
IIPpaBOBOMY OTOBODY.

20. B cnyyae o6paboTku [TepcoHanbHBIX faHHBIX 6€3 cornacusi CyObeKTa
[TepcoHanbHBIX HAaHHBIX 1IeT1 00paboTKu [TepcoHaIbHBIX JaHHBIX
yCTaHaBIUBAIOTCS 3aKOHOM N° 99-3 1 MHBIMU 3aKOHOaTeJIbHBIMU aKTaMU
Pecniy6nuku benapycs.

21. Cornacue CyobeKkTa [lepcoHaNbHBIX JaHHBIX IIPEACTaBIgeT COO0M
CcBOOOOHOE, OIHO3Ha4YHOE, ”HQOPMHUPOBaHHOE BEIPpazKeHUE ero BOJIH,
IIOCPENCTBOM KOTOPOTO OH pa3pelraeT 06paboTKy cBoux [TepcoHaIbHBIX
OaHHBIX.



22. Cormacue CyobekTa [lepcoHanMbHBIX JaHHBIX MOXKET OBITh ITOJIyY€eHO, ECIIN
WHOE He YCTaHOBJIEHO 3aKOHOOATEIbCTBOM, B CIE€AYIOIINX (hopMax: B
MNKUCbMEHHOU opMe; B BUE 3JIEKTPOHHOT O OKYMEHTa; B UHOU
3JIeKTPOHHOM opMe, B TOM uucJie B popme npocTaBiaeHuss CyObeKToOM
[TepcoHambHBLIX MAaHHBIX COOTBETCTBYIOIIEHN OTMETKY Ha CepBurce
«DoverkaSEND», pu ABTOpPU3aIlUH, B APYTUX opMax, TO3BOJISIOIINX
YCTAHOBUTH (paKT MOJIydeHUs coriacus cyobeKTa [lepcoHambHBIX JaHHBIX.

23. Cpok xpaHeHUs: oOpabaTeiBaeMbix KomnaHue ITepcoHambHBIX JAaHHBIX, B
ClIy4ae eCclId TaKOH CPOK He OoIlpefesieH 3aKOHOAaTeIbCTBOM PecniyOnuku
Benapyce, ycTaHaBnuBaeTcsa KoMIiaHMer CaMOCTOSITEIbHO Ha OCHOBAaHUU
nemnei 06paboTku [TepcoHaNbHBIX JaHHBIX B COOTBETCTBUM C HACTOSAIEN
[TonuTUKOMN.

24. Cpok xpaHeHUs: oOpabaTeiBaeMbix KomnaHuen ITepcoHaTbHBIX MAaHHBIX
COCTaBIIET 5 (ISATh) JIET C MOMEHTA yHaJIeHUs TUYHOT0 KaOuHeTa
(akkayHTa, mpoduns [lonb3oBaTerns) [Tonb3oBaTeneMm CepBrca
«DoverkaSEND» 1 (MJI) C MOMEHTA PaCTOP2KEeHU A (IIPEKPallleHUs e CTBUA)
[Tonb30BaTENBCKOTO COTalIeHus (myonmyaou opepThl) c KoMmnaHuew, B
COOTBETCTBUU C TPeOOBAHUSIMHU 3aKOHOOATeJIbCTBA PecrtyOmuKku
Bemapycs, B Tom yucie o [TIOII /DT, ecriu nHOE HEe YCTaHOBJIEHO
3aKOHOmaTenbCTBOM Pecniy6nuku bemapych, a Ipu OTCYTCTBUU
TEXHUYECKOU BO3MOXKHOCTHU yOaneHus [lepcoHanbHBIX JaHHBIX KoMOaHusa
MIPUHUMAaEeT MePHI IT0 HeJIOMYIIIeHUIO JajibHelen o0padboTKu
[TepcoHanbHLIX MAaHHBIX, BKJIIOYas UX OJIOKHPOBaHUE.

FnaBsa 5. Perucrpauusa v sepudunkauus Nonbsosarens
25. Cepsuc «DoverkaSEND» IIpegycMaTpUBaeT TPU YPOBHS BepUPUKAIINN:

25.1. Ha4yaNIbHBIM YPOBEHD (YPOBEHD 1) — IIpUCBanMBaeTCa aBTOMaTU4YECKHU
ITOCJIe PerucTpaluy, He TpebyeT MpeaoCTaBIeHUs TePCOHATbHBIX TaHHBIX
CBepx HOMepa TenedoHa;

25.2. 6a3oBas Bepudukaius (YpoBeHb 2) — IpeanosaraeT yoaleHHYIO
IIPOBEPKY JOKYMEHTAQ, YIOCTOBEPSIOIIETr 0 JINYHOCTD, C UCIIONIb30BaHueM KYC-
CepBHUCA, BKIII0Yasi NPOLeaypPy IOATBEPKACHUS « KUBOT'O IPUCYTCTBUS»
(liveness-TIpoBepKa / CBepKa n3o0paxkeHus nuiia [Tonb3oBaTesns c
oTorpaduen B OKyMEHTE);

25.3. pacmimpeHHas Bepudpukanmusa (YpoBeHb 3) — JONOJIHUTEIBHO BKIIIOUAET
IpenocTaBIeHNe OJHOT0 UJIU HECKOIBKUX U3 CIIEAYIOMUX JOKYMEHTOB I10
3anpocy KoMnaHuu: a) IOKYMEHT, IOOTBEPXKOAIOIIUNA afpeC IPOXKUBaHUA
(KOMMYHaJIbHBIM CUET, 0aHKOBCKAs BBIMIMCKA UJIM MHOM JOKYMEHT, BRIHaHHBIN
He paHee YeM 3a 3 Mecslla 0O AaThl IPeJoCcTaBleHus); 0) JOKyMEHT,
MMOATBEPKOAIOIINY NCTOYHUK IPOUCXO0XKIEHUS NEeHEeXKHBIX CPDELICTB (CIIpaBKa O
IOoXOHax, HaJoroBas geKjiapalus Ui MHOU JOKYMEHT, IOATBEPKAa0IIni
JIeraJIbHOCTb IIPOUCXOXKOEHUS CPeNCcTB). KOHKpEeTHHIN ITepedyeHb



3amnpalrnBaeMbIX JOKYMEHTOB ompenensaeTcss OnepaTopoM HHOAUBUIYAIbHO C
y4€ToM TpeOOBaHUM NPUMEHNMOI'0 3aKOHOIaTeThCTBA U BHYTPEHHUX
noauTUK B oonactu ITOIO/DT.

26.

27.

28.

29.

30.

31.

32.

I[Tpoxoxpenue Ilonb30oBaTeneM BepupuKaliii YPOBHS 2 UJTU Y POBHS 3
OCYIIIECTBJISIETCS UCKIIOUNTEJIbHO Ha I0OPOBOJIbHOM 0cHOBe. OTKa3 OT
MIPOXOXKOEeHUS BepuUKalluy He IPEensaTCTBYET UCII0Ib30BaHUI0 CepBuca
B 00bEME, HOCTYITHOM J1JIsT YPOBHS 1, HO OTPaHUYMBAET JIM00 IOJTHOCTBIO
HCKJII0YaeT BO3MOXKHOCTH COBEPIIIEHU I (PMHAHCOBBIX OIlepaliu.

WHunumanus npoienyps Bepudukanuu ocymiectBisaeTcs [Tons3oBaTenem
CaMOCTOSITEJIbHO ITOCPEACTBOM (DyHKIIMOHAIa TMYHOT0 KabrHeTa
Cepsuca «DoverkaSEND».

B3aumopericTBue ITonb3oBaTess ¢ KYC-CepBHCOM OCYIIECTBIIsIETCS 0e3
yuactus Omepartopa B IIpolieccax BBofa, Iepeaayu Uik BpeMeHHOT O
XpaHeHus HeoOpaboTaHHBIX IEPCOHAILHBIX JaHHBIX U U300 PaKeHUH
OOKYMEHTOB.

B xope npoxoxpaenus Bepudukanmu [Tonb3o0BaTenk: 29.1. IpegocTaBisgieT
[TepcoHanbHbIE JaHHBIE (aMUINsd, UM, OTYECTBO (IPU HAJIMYUU ), IaTa
pOXOeHusd); 29.2. yKa3bIBaeT PEKBU3UTHI JOKYMEHTa, YIOCTOBEPAIOIIIETO
JIMYHOCTH (Cepus, HOMED, faTa BEIa4dy, OpraH, BEIAaBIINM JOKYMEHT, KO
Tmompas3aesieHus); 29.3. 3arpyxkaeT n300paxKeHue UJTH CKaH-KOMIUI0
OOKYMEHTAa, YOOCTOBEPSIOIIETr0 JINYHOCTE; 29.4. B clIy4ae IPOXOXKOEeHUSA
6a3oBoi Bepudukaiuu (YpoBeHb 2) U BHIIIIE — IIPOXOOUT IIPOLIEAYPY
MMOATBEPKIOEHUS «)KUBOT'0 IPUCYTCTBUS» (IIPEJOCTaBIsET N300pakeHue
TMIa 015 CBePKU ¢ poTorpadueil B IOKyMEHTE).

KYC-cepBuc ocyi1ectnisieT: 30.1. IPpOBEPKY IIOAJIUHHOCTH
IPEeACTaBJIEHHOI'0 JOKYMEeHTa; 30.2. IPOBEPKY HAJIUYUS IPU3HAKOB
MMOMOeIKHY, PpeJaKTUPOBAHUS UIN NCKaXKeHU n3o00paxeHnus; 30.3.
COIIOCTaBJIeHUE IaHHBIX, BBEAEHHHIX [Tonb30BaTenem; 30.4. (o1 YPOBHS 2
U BRIIIIE) CBEPKY U300paxkeHus nuila [lonb3oBaTerns ¢ poTorpadueli B
OOKyMEHTe.

[To 3aBepuieHuu npoBepku KYC-cepBuc nepemgaet OnepaTopy pe3yibTaT
BepuUKAlUY U IIOATBEPXKIEHHBIN HAaO0p MepPCOHATbHEIX TAHHBIX,
BKJIO4as: 31.1. paMuUiInio, MMs, OTYECTBO (IPU HaInu4dum); 31.2. gaTy
poxXnoeHud; 31.3. CEpUI0 1 HOMEeP JOKYMEHTAa, YIOCTOBEPAIOIETr0 INYHOCTD
(MUY THOT'O JOKyMeHTa); 31.4. jaTy BEIHAa4¥ ¥ OpraH, BbIAaBIINI JOKYMEHT;
31.5.Kog nogpa3gesieHusl.

OnepaTtop He IToly4aeT U He oOpabaTeiBaeT: 32.1. uCXOOgHBIEe U300paKeHUs
OOKYMEHTOB, YIOCTOBEPSIOUINX TUYHOCTD; 32.2. U300paKeHus Iulla
[Tonb30BaTesis, BLIIIOJIHEHHEBIE B paMKaX IIPOLleAYPEL IO TBEPKIEHU ST
«KUBOTO IPUCYTCTBU S »; 32.3. UHYI0 UH(POPMAIINIO, KOTOPas He BXOOUT B
IepedyeHb NOATBEPKAEHHBIX JaHHBIX, YKa3aHHBIN B 1. 31 HaCTOSIIeU



['maBHl; 32.4. maHHBIE, 0OOpabaThIBaeMble TEXHOJIOTUSIMHU ayTeHTUPUKALIUN
Ha yctpoucTtse [lonb3oBaTens (Face ID, Touch ID Uiy aHaJIOTUYHBIE
TEXHOJIOTUH ), MTpuMeHsieMble [1osib30BaTeeM AJisd BXoaa B MOOUIIbHOE
npusnoxeHnue CepBuca, — TakKue JaHHbIe 00pabaThIiBalOTCSA
HCKJIIOYUTEIHbHO CPEeICTBaMU OlePalliOHHOM CUCTEMBI yCTPOKUCTBa
[Tonb30BaTensa ¥ He epepatoTcsa OnepaTopy.

naBa 6. O6s3aTenbCcTBa CTOPOH

33. TTonb3oBaTenb 00s13aH: 33.1. IpegOoCTaBUTh MH(POPMAIIUIO, COIePIKAIITYIO0
[lepcoHanbHbIE MaHHBIE U HEOOXOOUMYIO [JIsI MCIT0JIb30BaHusi CepBUCa;
33.2. 0OOHOBUTB, IOIIOJIHUTH ITPEAOCTaBIEHHYI0O MH(GOPMAIIUIO O
IMePCOHAIbHLIX JAaHHBIX B CJIydyae U3MEeHEeHU S TaHHOU nHPOPMaIUU.

34. OnepaTtop 06s13aH:

34.1. pa3bACHATL CYOBEKTY IIePCOHATBHBIX MaHHBIX €TI0 ITPaBa, CBI3aHHbBIE C
00paboTKOI ITepPCOHATbHLIX TaHHBIX;

34.2. moy4aTh coTjlacue Cy0ObeKTa MePCOHAJILHBIX MAaHHLIX, 32 UCKITIOUEeHUEeM
CJly4aes, IpegyCMOTPEHHBIX 3aKOHOM N° 99-3 1 UHBIMU 3aKOHOOATEJIbHEIMU
aKTaMUy,

34.3. UCTIOJTb30BATh ITOJTYYEHHYI0 MHGOPMAIINI0 UCKITIOYUTEIBHO IS LIeeH,
YKa3aHHBIX B II. 14 HacTosmen [TonuTuKyu KOHPUOeHITNaTIbHOCTH;

34.4. o6ecrieynTh XpaHeHUe KOHGUAeHITUaTbHON NHGOPMalluu B TallHe, He
pa3ariaamniaTth 6e3 MpegBapUTENbHOTI0 IMChMEHHOT O Pa3pelleHu s
[Tonb30BaTess, a TaKXkKe He OCYIIeCTBIISATh IPoAaxy, 00MeH, OIy0JIMKOBaHUE
160 pasrialleHre UHBIMA BO3MOXKHBIMU CITOCOOaMU mepemaHHbIX
IIepCoOHaJIbHEIX HaHHEIX [Ionb30BaTensa. KoMrnaHuda He pa3rialraeT
IIepCOHAJIbPHEIE faHHBIE TPETHUM JIMIlaM, 3a UCKJIIDUEHUEM CIIy4aes, IIPSIMO
IpeayCMOTPEHHEIX HacToAl e [I0TUTUKOM (B TOM YHUCJIEe IIyHKTOM 8) U
[TonuTukoi 00paboTKu repcoHanbHbIX faHHBIX OO0 «[JoBepka OPUHTEX»
(T'maBa 7, IyHKTHI 19-21), 3aKOHOOaTeJIbCTBOM Pecniy6nuku Bemapych, a Takxke
Clly4daes, KOorfa liepefada HeoOXoauMa [AJjisl UCIIOJTHEHU S JOTOBOpa (0OKa3aHUsd
yciyT) ¢ ITonmb30oBaTeneM, B TOM YHCII€ UCIIOJTHEHM S IJIaTEKHBIX OIlePaliui C
MIPUBJIEYEHUEM IIJIaTEKHBIX TAPTHEPOB U ITOAPALYNKOB;

34.5. obecreynBaTh 3AIIUTY IEPCOHAJILHBIX TAHHBIX B ITPOIlecce nX 00paboTKy;

34.6. BHOCUTB U3MeHeHUs B [IlepcoHanbHbIE TaHHbIE, KOTOPHIE SIBISTIOTCS
HEIIOTHBIMHY, YyCTAaPEBIIUMU UJIU HETOYHBIMH, 3a UCKTIOUEHUEM CJIy4YaeB, KOraa
WHOM MOPSIIOK BHECEHU ST U3MeHeHnH B [IepcoHanbHbIe TaHHbIe YCTAHOBJIEH
3aKOHOIATEeJIbHEIMU aKTaMM JIN00 eC/Iu 11e I 00pabOTKU ITePCOHAILHBIX
OaHHBIX He ITPeAIlojiaraoT IOCIeAVIONINX U3MEeHEeHU M TaKUX TaHHbBIX;

34.7. mpekpalrnaTh 00paboTKY ITepCOHaIbHBIX JAaHHHIX, @ TAKXKEe OCYIIeCTBIISITh
UX yIoaneHue unu 6J10KupoBaHue (obecriedynBaTh ITpeKkpalleHrue o0paboTKu



IepCcoHaIbHBIX HaHHBIX, a TAKXKe UX yaaJjieHue Ui OJIOKUpOBaHue
YIIOJITHOMOYEHHBIM JIUIIOM) ITPU OTCYTCTBUM OCHOBAHUM OJ11 060paboTKu
IIepCOHAaIbHLIX JaHHBIX, IPEOYCMOTPEHHBIX 3aKOHOM N° 99-3 U UHBEIMU
3aKOHOOATeJIbHEIMU aKTaMu;

34.8. yBeIOMJISITH YIIOJTHOMOYEHHBIN OPTaH M0 3allUTe paB CyObeKTOB
IIepCOHAJIbHEIX HAaHHBIX O HAPYIIIEHUAX CUCTEM 3allIUTHI IEPCOHAIBHEBIX
OaHHBIX HE3aMeIJIUTEIILHO, HO He TI030Hee TPEX pabouux JHeM IIoCcyie ToTo,
Kak OrnepaTopy CTajio U3BECTHO O TAaKUX HAPYILIEHU X, 3a UCKITIOUEHUEM
CJIy4aeB, IPeOyCMOTPEHHEIX YIIOJTHOMOYEHHEBIM OPTraHOM I10 3allliTe IIpaB
CYOBEKTOB II€PCOHAIBHBIX MAaHHBIX;

34.9. OCyIIIeCTBIIATh U3MeHeHUe, OJIOKUPOBaHUE UJIH yaJleHUe
HeOOCTOBEPHBIX MJIX ITI0JIy4Y€HHBIX HE3aKOHHBIM Ty TEM II€PCOHAJIbHBIX JaHHBIX
cyObeKTa IepCOHaJIbHBIX JaHHBIX 110 TPeOOBaHUIO YIIOTHOMOYEHHOT 0 OpTraHa
I10 3aIIUTe IIpaB Cy0OBEKTOB IEPCOHAILHEIX HaHHBIX, €CJIU UHOU ITOPSAA0K
BHECeHUS u3MeHeHuM B [lepcoHanbHbIE JaHHBIE, UX OJIOKUPOBaHUS UITU
yaaJjieHus: He YCTAaHOBJIEH 3aKOHOOATEIbHEIMU aKTaMU;

34.10. BBITIOJTHATD WHBIE 0013aHHOCTH, IIPEAYCMOTPEHHBIE 3aKOHOM N° 99-3 1
UHBIMU 3aKOHOOATEJIbHEIMU aKTaMU.

MnaBa 7. OpraHunsaums sawmuTtbl [NepCcoHaNbHbIX AAaHHbIX

35. Ilogp 3amuTou IlepcoHanbHBIX JAaHHBIX IOHUMAaETCS P IPaBOBLIX,
OpraHu3allMOHHBIX U TEXHUYECKUX MeD, HallpaBJIeHHBIX Ha: 35.1.
obecrieuyeHue 3alIUTH THHOPMAIIMU OT HETIPABOMEPHOTO IOCTYTIA,
VHUYTOXKEHUS, MOTUMUITMPOBaHUSI, OJTOKUPOBAHM I, KOIUPOBAHUS,
IIpenoCcTaBJIEHNU I, paCIIPOCTPaHEHNUs, a TaKXKe OT UHBIX HeIIPpaBOMEPHBIX
OeNCTBUY B OTHOIIIEHUH TaKoM nH(popMaluy; 35.2. cobnomeHue
KOH(pUOEeHIIMaTbHOCTH HHPOPMaIlui OTPaHNYeHHOI' 0 HOCTYyIIa; 35.3.
peanu3aluio IIpaBa Ha JOCTYI K UH(pOopMaluu.

36. Ilns 3auuThel [lepcoHanbHBIX JaHHBIX KOMIIaHU S IPUHUMAaET
HeoOXoIuMbIe IPeayCMOTPEeHHbLIe 3aKOHOM MepHI (BKJII04asi, HO He
OrpaHUYUBAasICH):

36.1. OTPAHMYUBAET U PETrIaMEeHTUPYET COCTaB PAaOOTHUKOB U UHBIX JIUII,
(dyHKIIMOHaNbHBIE 00513aHHOCTU KOTOPHIX TPEOYIOT AOCTYIIa K MH(pOpMaluny,
comepzKaiieu [lepcoHanbHbBIE JaHHBIE (B TOM YHCJIE IYTEM UCIIOJIb30BaHUS
IapoJiel JOoCTyIla K 9JIEKTPOHHBIM HH(GOPMAaIIMOHHBIM pecypcaM);

36.2. obecriedynBaEeT YCIIOBUS OJII XpaHEHUS JOKYMEHTOB, COOepKallnux
ITepcoHanbpHBEIE HAaHHBIE, B OTPAHUYEHHOM OOCTYIIE;

36.3. OpraHu3yeT IMOPSIO0K YHUUYTOXKEHU I MHPOPMaIIUU, CoOgepKallei
[TlepconanbHbIE HaHHBIE, €CJIU 3aKOHOAATEJILCTBOM HE YCTaHOBJIEHEBI
TpeboBaHUsI 10 XPaHEHHUIO COOTBETCTBYIONIUX TaHHBIX;



36.4. KOHTPOJIUPYET cOOofieHre TpeOoBaHUM IT0 00eCIIeYeHNIO 3alIUThI
[TepcoHanbHBIX OaHHBIX, B TOM YK CJI€ YCTAHOBJIEHHBIX HAaCcTOsAIeu [loTuTuKomn
(IyTEM IPOBeOEeHUS BHYTPEHHUX ITPOBEPOK, YCTAHOBJIEHUS CIIeIIhaTbHBIX
CpPEenCcTB MOHUTOPUHIA U [IP.);

36.5. IPOBOOUT paccCyiefOoBaHUe CJIy4YaeB HECAHKIIMOHUPOBAHHOI'O JOCTYIIA UJIN
pa3riamiesus [lepcoHanbHBIX JaHHEIX C IPUBJIeYeHUEeM BUHOBHBIX
PabOTHUKOB K OTBETCTBEHHOCTH, ITPUHSATHEM UHBIX MeD;

36.6. BHEAPSIET TPOrPaMMHEIE U TEXHUYECKHE CPEICTBA 3alllUTh UH(GOPMaIlUU
B 9JIEKTPOHHOM BHE, BKIII0Yasi ITN(PPOBaHUE II€PCOHATbHBIX HJaHHBIX IIPHU
xpaHeHuM (AES-256) u nepenaue (TLS 1.2+), MAaCKUpPOBaHUE HOMEPOB TeJie(pOHOB
U UHBIX UOIEeHTU(PUKATOPOB IIpu oToOpaxkeHuu, xpanenue [IMH-komoB u
MapoJiey UCKJIIOUUTEJILHO B XEIIINPOBaHHOM BUTE;

36.7. 00eceyrBaeT BO3MOXKHOCTh BOCCTaHOBJIEHHUST HepCOHaHBHbIX OJAaHHBIX,
MOJII/I(l)I/ILII/IpOBaHHBIX HUJIN YHUYTO2KEHHEIX BCJIEICTBHUE
HECaHKIIMOHNPOBAHHOI'O JOCTYIIA K HUM,

36.8. UHBIE MEDEL, TPEAYCMOTPEHHBIE 3aKOHOAATEeJIbCTBOM PeciyOmuku
benapyce.

37. B KomMnaHuu Ha3Ha4vaeTCs JIUL0, OTBETCTBEHHOE 3a OCYIIIEeCTBJIEHUE
BHYTPEHHEro KOHTPOJISA 3a 00paboTKoi ITepcoHanbHEIX TaHHEIX, @ B
clydae, eCII¥ TaKOe JIUII0 He Ha3HaYeHO, TUILIOM, OTBETCTBEHHBIM 3a
OCYIIIeCTBJIEHUE BHYTPEHHEr 0 KOHTPOJIS 3a 00pab0oTKOM ITepCOHaIbHBIX
OAHHBIX, IBJISIETCS PYKOBOAUTENb (MupekTop) KoMmnaHnuu.

38. KomIiaHus OCyIlleCTBIIsIET 03HaKOMJIeHre paOOTHUKOB U UHBIX JIUII,
HEeIIOCPeACTBEHHO OCYIIEeCTBIIAI0INX 00paboTKy [lepcoHanbHBIX TaHHBIX,
C TIOJIOKEHUSIMU 3aKOHOAaTeIbCTBa O [IepcoHaIbHBIX JTaHHBIX, B TOM
4yucJie ¢ Tpe60BaHUSIMU 110 3alTuTe [lepCoHanbHBIX JaHHBIX, HACTOSIIEN
[TonmuTUKOH, a TaKXKe IPOU3BOAUT 00y4YeHUe YKa3aHHBIX PaOOTHUKOB U
WHBIX TUI] B YCTAHOBIIEHHOM 3aKOHOAATETbCTBOM ITOPSIAKE.

39. KoMmaHuel npuHAMAaIOTCS UHBIE MEDHI, HAalTpaBIeHHbIE Ha o0ecriedyeHue
BRITTOJTHEHU ST KoMmmanuel o6si3aHHOCTeM B cepe [TepcoHaTbHBIX JAaHHBIX,
MpeayCMOTPEHHBIE NENCTBYIOIINM 3aKOHOAaTETbCTBOM PeciyOmuKu
Bbenapyce.

FnaBa 8. 3aknouuTesibHbIE NOJIOXKEHUS

40. PaboTHuku KoMmIlaHuu 1 WHEIE JIKIA, BAHOBHEIE B HAPYIIIEHUHU HACTOSIIIIEHN
[TonuTHKH, a TaKXKe 3aKoHOOaTenbcTBa Pecnybnuku benapychk B 06/1acTu
ITepCcoOHANbHBIX MAHHBIX, MOTYT OLIThH TPUBJI€YEHEI K MUCIIUIIINHAPHOMN U
MaTepHaTbHOM OTBETCTBEHHOCTH B IIOPSAKE, YCTAHOBIEHHOM TPYIOBEIM
KOJIEKCOM, a TAaKKe MOT'YT OBITh IIPUBI€YEHEI K I'PaXKIaHCKO-IIPAaBOBOH,
aOMUHUCTPATUBHOM ¥ YTOJIOBHOM OTBETCTBEHHOCTH B ITOPSAOKE,
YCTAaHOBJIEHHOM 3aKOHOIaTeIbCTBOM PecryOnuku Bemapycs.



41.

42.

43.

Ynopsimouenue obpaltieHus ¢ [lepcoHanbHBIMU TaHHBIMY, YCTAHOBIIEHHOE
HacTosmen [ToMUTUKOM, MMeeT 11e/I1bi0 00eCTIeYUuTh ITpaBa ¥ CBOOOMIEI
CyobekToB [IepcoHambHBIX aHHBIX ITPU 00paboTKe [lepcoHambHBIX
OaHHBIX, COXpaHEeHNe KOHPUIEeHITNaIbHOCTU [TepCOHATbHBIX TAaHHBIX U UX
3alIIUTYy.

HacTosmas [TonuTrKa CITy2KUT OCHOBOM 17151 Pa3pab0TKY JIOKAIbHEBIX, B
TOM YHUCJIEe IIPAaBOBBIX aKTOB, perIaMeHTUPYIOIINX BOIPOCH 00pabOTKU U
3amuThl Kommanuen ITepcoHanbHbIX faHHBIX CYyOBEKTOB [IepcoHambHBIX
OaHHBIX IpU UCIIONIb30BaHUU CepBuca «DoverkaSEND».

Bce BompocCHI, He OTpaKEHHBIE B HacTosAIIel [10TUTHUKe, UHBIX JTIOKATbHBIX
akTax KoMmmaHuu, peryamupyrTcs 3aKOHOOaTeIbLCTBOM PecniyOInKu
Benapyce.

Privacy Policy

This Privacy Policy (hereinafter — the Policy) is a document establishing the obligations of
the Limited Liability Company “Doverka Fintekh” (hereinafter — Doverka Fintekh LLC, the
Operator) to maintain the non-disclosure and confidentiality protection regime for any
data provided by the User upon registration, verification, or authentication in the
“DoverkaSEND” Service. The Service is available, including but not limited to, through the
website at doverkasend.com, the mobile application and the Telegram Mini App; other
access channels (including those updated by the Company from time to time) may be
indicated in the Service interface and/or in the account settings.

The Company is a payment service provider and provides payment services to Users within
the functional capabilities of the Service.

Chapter 1. Terms and Definitions

1.

This Policy uses the following terms and definitions:

1.1. Company — Limited Liability Company “Doverka Fintekh”, Republic of Belarus,
220004, Minsk, Pobediteley Avenue 7A, office 31, which carries out the processing and
protection of Personal Data;

1.2. “DoverkaSEND” Service (Service) — a set of software and hardware resources ensuring
the provision of payment services by the Company, top-up of Wallets, currency conversion,
payment initiation, purchase of eSIMs, and verification of the identity of Users, available
through the website, mobile application, Telegram bot, and Telegram Mini App;

1.3. Verification — a set of activities for checking and confirming the accuracy of
information about the User, including establishment of the User’s identity, identification,
authentication, verification of the authenticity of submitted documents, and/or comparison
of an image of the User’s face with the photograph in the document, carried out with the



involvement of a KYC service for the purposes of compliance with legislation on anti-money
laundering and counter-terrorism financing (AML/CFT), as well as for the purposes of
determining the limits and functional capabilities of the Service available to the User;

1.4. KYC Service — a third party engaged on a contractual basis to carry out procedures of
remote identification and verification of Users, including verification of the authenticity of
identity documents and comparison of an image of the User’s face with the photograph in
the document, as well as for transferring to the Operator the confirmed results of such
verification;

1.5. Personal Data — any information relating to an identified (identifiable) natural person
or a natural person who may be identified (determined);

1.6. Personal Data Subject or Subject — a natural person, other than an employee of the
Company, to whom the Personal Data processed by the Company relate;

1.7. Processing of Personal Data — any action or set of actions performed with Personal
Data, including collection, systematization, storage, modification, use, anonymization,
blocking, distribution, provision, and deletion of Personal Data;

1.8. Authorization — a procedure by which a prospective User provides account
credentials to the extent requested by the interface of the “DoverkaSEND” Service,
comprising confirmation of the telephone number with a one-time password (OTP), the
entry or creation of a six-digit PIN code, and, where additional two-factor authentication
(2FA) is activated, confirmation with a code from an authenticator application (Google
Authenticator, Authy, etc.) or a hardware security key;

1.9. User Profile — part of the “DoverkaSEND” Service containing the set of data about the
User provided by the User independently, as well as data confirmed during verification;

1.10. User — a natural person who has completed (is completing) the registration
procedure in the Service in the manner established by the Operator, and/or uses the
functional features of the Service, including without completing registration (to the extent
available to unauthenticated persons), acting on the User’s own behalf and in the User’s
own interest;

1.11. Wallet — an information service of the Account reflecting the amount of the
Company’s indebtedness to the User in the corresponding currency. The Wallet is not a
bank account. A separate record of indebtedness is maintained for each supported
currency (RUB, THB, USD, EUR, etc.).

Chapter 2. General Provisions

2. This Policy applies to all information that the User provides upon registration,
verification or authentication in the Service, as well as when receiving payment
services.

3. By accepting the Public Offer, the User confirms full familiarization with the content of
this Policy and unconditional agreement with its provisions, including those relating to



10.

11.

12.

the processing of information by the methods and for the purposes defined in this
Policy.

If the User does not agree with the terms of this Policy, the User must discontinue the
use of the Service.

The User’s use of the Service constitutes consent to this Privacy Policy and to the
Personal Data Processing Policy of Doverka Fintekh LLC.

The purpose of this Policy is to determine the information that may be requested from
the User in connection with the use of the Service and to ensure an appropriate regime
for the protection of the confidentiality of information about Users, including their
personal data, from unauthorized access and disclosure.

The User’s confidential information includes Personal Data, personal information and
other data, including data transferred automatically in the course of use.

The Operator is entitled, without the consent of the User, to provide the information
received to third parties in anonymized (aggregated) form for the purpose of
conducting statistical and other research, as well as in connection with activities
related to the maintenance (technical support) of the Service. The transfer of personal
data to third parties for the purposes of marketing research and dispatch of
advertising materials is carried out solely with the User’s consent. The right of access
to information is granted to third parties on the basis of this Policy and the legislation
of the Republic of Belarus, and also for the purposes of protecting the rights and
legitimate interests of the Company or third parties.

The Rightsholder ensures proper protection of personal and other data, as well as
personal information, in accordance with the requirements of the Constitution of the
Republic of Belarus, the requirements of the Law of the Republic of Belarus No. 99-Z
dated 07.05.2021 “On Personal Data Protection” (hereinafter — Law No. 99-Z), and
other legislative acts of the Republic of Belarus.

The User is obliged to ensure the safekeeping and confidentiality of secret parameters,
including the PIN code, password, two-factor authentication secrets and other
information necessary for access and for carrying out operations. The User undertakes
to immediately notify the Service Operator of any suspected fact of unauthorized use
of the User’s account. The User’s observance of the aforementioned recommendations
will ensure maximum safekeeping of the information provided.

The general rights of Users in the field of Personal Data are described in the Personal
Data Processing Policy of Doverka Fintekh LLC.

The Authorized Person of the Operator is the KYC Operator engaged on a contractual
basis to carry out procedures of remote identification and verification of Users, and
other KYC Operators.



Chapter 3. Purposes of Processing Personal Data
13. The Personal Data permitted to be processed under this Privacy Policy are provided
by the User through registration in the Service.

14. The Service organizes the collection, use and processing of information transferred by
the User when performing registration actions and using the functional capabilities of
the Service, for the following purposes:

14.1. verification, authentication and identification of the User;
14.2. display of personal data in the User Profile;

14.3. enabling Users to use the functional capabilities of the Service, including the top-up of
a Wallet, the receipt of international payment services, currency conversion between
Wallets, payment initiation, the purchase of eSIMs, and participation in the referral
programme;

14.4. communication with the User (contacting the User, including via notifications,
requests and information regarding the use of the Service), including SMS notifications,
push notifications, Telegram messages and email;

14.5. verification of the trustworthiness of Users (including the accuracy, relevance and/or
compliance with legislation of any information provided by Users) — where a decision is
taken on the necessity of such verification;

14.6. ensuring the technical operability of the Service;
14.7. posting (modifying) data in the User Profile;

14.8. protection of the User Profile from unauthorized access by third parties, including
storage of the hash of the PIN code and the parameters of two-factor authentication;

14.9. conducting statistical, marketing and other research;

14.10. sending informational and advertising notifications;

14.11. for purposes arising from the requirements of legislation;

14.12. ensuring compliance with legislation and the Company’s local acts;

14.13. ensuring the operation of the referral programme and the accrual of bonuses;
14.14. handling of User inquiries submitted to the support service.

15. The processing of Personal Data is proportionate to the declared purposes of
processing and, at all stages of such processing, ensures a fair balance of the interests
of all interested parties.

16. The processing of Personal Data is limited to the achievement of specific purposes
previously declared by this Policy and other local acts of Doverka Fintekh LLC. The



processing of Personal Data incompatible with the originally declared purposes of
processing is not permitted.

17. Ifit becomes necessary to change the originally declared purposes of processing
Personal Data, Doverka Fintekh LLC is obliged to obtain the consent of the Personal
Data Subject for the processing of the Subject’s Personal Data in accordance with the
changed purposes, in the absence of other grounds for such processing provided for by
Law No. 99-Z and other legislative acts.

Chapter 4. List of Processed Data
Users — categories, composition, purposes

Category of Personal Data Subjects: Users. Data provided upon registration and
authorization (telephone number, email address (if any), Telegram account data (when
registering via the Telegram Mini App or Telegram bot)) — for the purposes of creating the
personal account (account, User Profile).

Passport data or data of another identity document — for the purposes of conducting basic
verification of the User and complying with the requirements of the legislation of the
Republic of Belarus.

“Image of the face (selfie)” — for the purpose of completing User verification (Level 2 and
above).

Payee data (recipient of funds); the amount, currency and purpose of the payment service;
operation history and saved payees — for the purpose of providing payment services
(performance of the civil-law contract).

Data on payment services provided — for other purposes in accordance with clause 14 of
this Policy.

Data on eSIMs purchased (ICCID, telephone number, parameters of the tariff plan) — for
the purpose of performing the agency agreement for the provision of eSIM services.

Data on referral links (identifier of the inviting User, number of payment services received,
amount of bonuses accrued) — for the purpose of ensuring the operation of the referral
programme.

Other data provided by the User (country of residence, preferred currency, authorization
code, PIN code hash, 2FA parameters) — for the purpose of providing services under the
civil-law contract and ensuring the security of the account.

18. The processing of Personal Data is carried out with the consent of the Personal Data
Subject, except in cases provided for by Law No. 99-Z and other legislative acts of the
Republic of Belarus.

19. The Operator stores Users’ Personal Data for 5 (five) years from the date of provision
of the last service under the civil-law contract.



20. Where Personal Data are processed without the consent of the Personal Data Subject,
the purposes of processing are established by Law No. 99-Z and other legislative acts
of the Republic of Belarus.

21. The consent of the Personal Data Subject is a free, unambiguous, informed expression
of the Subject’s will, by which the Subject permits the processing of the Subject’s
Personal Data.

22. Unless otherwise established by legislation, the consent of the Personal Data Subject
may be obtained in the following forms: in written form; in the form of an electronic
document; in another electronic form, including by the Personal Data Subject placing
the corresponding mark within the “DoverkaSEND” Service, upon Authorization, or in
any other form permitting the fact of receipt of consent of the Personal Data Subject to
be established.

23. If the period of storage of Personal Data processed by the Company is not determined
by the legislation of the Republic of Belarus, such period shall be established by the
Company independently on the basis of the purposes of processing Personal Data in
accordance with this Policy.

24. The period of storage of Personal Data processed by the Company is 5 (five) years
from the moment of deletion of the personal account (account, User Profile) by a User
of the “DoverkaSEND” Service and/or from the moment of termination (expiration) of
the User Agreement (public offer) with the Company, in accordance with the
requirements of the legislation of the Republic of Belarus, including on AML/CFT,
unless otherwise established by the legislation of the Republic of Belarus. In the
absence of technical capability to delete Personal Data, the Company shall take
measures to prevent further processing of Personal Data, including their blocking.

Chapter 5. Registration and Verification of the User
25. The “DoverkaSEND” Service provides for three levels of verification:

25.1. initial level (Level 1) — assigned automatically upon registration, does not require
the provision of personal data beyond the telephone number;

25.2. basic verification (Level 2) — involves remote verification of the identity document
through a KYC service, including the “liveness” confirmation procedure (liveness check /
comparison of an image of the User’s face with the photograph in the document);

25.3. extended verification (Level 3) — additionally includes the provision, upon request of
the Company, of one or more of the following documents: (a) a document confirming the
residential address (utility bill, bank statement, or other document issued no earlier than 3
months prior to the date of provision); (b) a document confirming the source of origin of
funds (income certificate, tax declaration, or other document confirming the lawfulness of
the origin of funds). The specific list of requested documents is determined by the Operator
on an individual basis, taking into account the requirements of applicable legislation and
internal AML/CFT policies.



26.

27.

28.

29.

30.

31.

32.

The User’s completion of Level 2 or Level 3 verification is carried out solely on a
voluntary basis. A refusal to complete verification does not prevent the use of the
Service within the scope available at Level 1, but restricts or fully excludes the
possibility of carrying out financial operations.

The verification procedure is initiated by the User independently through the
functionality of the personal account of the “DoverkaSEND” Service.

Interaction between the User and the KYC Service is carried out without participation
of the Operator in the processes of input, transfer or temporary storage of raw
personal data and document images.

In the course of completing verification, the User: 29.1. provides Personal Data
(surname, given name, patronymic (if any), date of birth); 29.2. indicates the details of
the identity document (series, number, date of issue, issuing authority, division code);
29.3. uploads an image or scanned copy of the identity document; 29.4. where basic
verification (Level 2) or higher is completed — undergoes the “liveness” confirmation
procedure (provides an image of the face for comparison with the photograph in the
document).

The KYC Service performs: 30.1. verification of the authenticity of the submitted
document; 30.2. verification for signs of counterfeiting, editing or distortion of the
image; 30.3. matching of the data entered by the User; 30.4. (for Level 2 and above)
comparison of an image of the User’s face with the photograph in the document.

Upon completion of the verification, the KYC Service transfers to the Operator the
verification result and the confirmed set of personal data, including: 31.1. surname,
given name, patronymic (if any); 31.2. date of birth; 31.3. series and number of the
identity document (or other document); 31.4. date of issue and the authority that
issued the document; 31.5. division code.

The Operator does not receive and does not process: 32.1. original images of identity
documents; 32.2. images of the User’s face taken as part of the “liveness” confirmation
procedure; 32.3. other information that is not included in the list of confirmed data
specified in clause 31 of this Chapter; 32.4. data processed by authentication
technologies on the User’s device (Face ID, Touch ID or similar technologies) used by
the User to sign in to the mobile application of the Service — such data are processed
solely by the operating system of the User’s device and are not transferred to the
Operator.

Chapter 6. Obligations of the Parties

33.

34.

The User is obliged to: 33.1. provide information containing Personal Data and
necessary for the use of the Service; 33.2. update and supplement the information
provided about personal data if such information changes.

The Operator is obliged to:



34.1. explain to the personal data subject the subject’s rights related to the processing of
personal data;

34.2. obtain the consent of the personal data subject, except in cases provided for by Law
No. 99-Z and other legislative acts;

34.3. use the information obtained solely for the purposes specified in clause 14 of this
Privacy Policy;

34.4. ensure that confidential information is kept secret, not to disclose it without the
User’s prior written permission, and not to sell, exchange, publish or otherwise disclose the
User’s transferred personal data. The Company does not disclose Personal Data to third
parties except as expressly provided in this Policy (including clause 8) and in the Personal
Data Processing Policy of Doverka Fintekh LLC (Chapter 7, clauses 19-21), as required by
the legislation of the Republic of Belarus, or where disclosure is necessary for the
performance of the agreement (provision of services) with the User, including the
execution of payment transactions with payment partners and contractors;

34.5. ensure the protection of personal data in the course of their processing;

34.6. amend Personal Data that are incomplete, outdated or inaccurate, except in cases
where a different procedure for amending Personal Data is established by legislative acts
or where the purposes of processing personal data do not presuppose subsequent
amendment of such data;

34.7. cease the processing of personal data and delete or block them (ensure the cessation
of processing of personal data, and their deletion or blocking by the Authorized Person) in
the absence of grounds for the processing of personal data provided for by Law No. 99-Z
and other legislative acts;

34.8. notify the authorized body for the protection of the rights of personal data subjects of
breaches of personal data protection systems without undue delay, but no later than three
business days after the Operator becomes aware of such breaches, except in cases provided
for by the authorized body for the protection of the rights of personal data subjects;

34.9. amend, block or delete inaccurate or unlawfully obtained personal data of a personal
data subject upon request of the authorized body for the protection of the rights of
personal data subjects, unless a different procedure for amending, blocking or deleting
Personal Data is established by legislative acts;

34.10. perform other obligations provided for by Law No. 99-Z and other legislative acts.

Chapter 7. Organization of Personal Data Protection

35. Protection of Personal Data means a set of legal, organizational and technical
measures aimed at: 35.1. ensuring the protection of information from unlawful access,
destruction, modification, blocking, copying, provision, distribution, and other
unlawful actions in respect of such information; 35.2. observance of the confidentiality
of restricted-access information; 35.3. realization of the right of access to information.



36. To protect Personal Data, the Company takes the necessary measures provided for by
law (including, without limitation):

36.1. restricts and regulates the staff and other persons whose functional duties require
access to information containing Personal Data (including through the use of access
passwords to electronic information resources);

36.2. ensures the conditions for the storage of documents containing Personal Data under
restricted access;

36.3. organizes the procedure for the destruction of information containing Personal Data,
where legislation does not establish requirements for the storage of such data;

36.4. monitors compliance with the requirements for the protection of Personal Data,
including those established by this Policy (by conducting internal audits, establishing
special monitoring tools, etc.);

36.5. investigates cases of unauthorized access to or disclosure of Personal Data, holding
responsible employees accountable and taking other measures;

36.6. implements software and technical means of protecting information in electronic
form, including encryption of personal data at rest (AES-256) and in transit (TLS 1.2+),
masking of telephone numbers and other identifiers when displayed, and storage of PIN
codes and passwords solely in hashed form;

36.7. ensures the ability to recover Personal Data modified or destroyed as a result of
unauthorized access to them;

36.8. other measures provided for by the legislation of the Republic of Belarus.

37. The Company appoints a person responsible for carrying out internal control over the
processing of Personal Data, and in the event that such person is not appointed, the
person responsible for carrying out internal control over the processing of personal
data shall be the head (director) of the Company.

38. The Company familiarizes employees and other persons directly performing the
processing of Personal Data with the provisions of legislation on Personal Data,
including the requirements for the protection of Personal Data, with this Policy, and
provides training to such employees and other persons in the manner established by
legislation.

39. The Company takes other measures aimed at ensuring the fulfilment by the Company
of its obligations in the field of Personal Data, as provided for by the applicable
legislation of the Republic of Belarus.

Chapter 8. Final Provisions

40. Employees of the Company and other persons responsible for violations of this Policy,
as well as of the legislation of the Republic of Belarus in the field of Personal Data, may
be held disciplinarily and financially liable in the manner established by the Labour



Code, and may also be held civilly, administratively and criminally liable in the manner
established by the legislation of the Republic of Belarus.

41. The regulation of the handling of Personal Data established by this Policy aims to
ensure the rights and freedoms of Personal Data Subjects in the processing of Personal
Data, the preservation of the confidentiality of Personal Data, and their protection.

42. This Policy serves as the basis for the development of local acts, including legal acts,
regulating matters concerning the processing and protection by the Company of
Personal Data of Personal Data Subjects when using the “DoverkaSEND” Service.

43. All matters not reflected in this Policy or in the Company’s other local acts shall be
governed by the legislation of the Republic of Belarus.
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